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2014 Breach Highlights

42.8m detected 48% Increase

SSECKS d Inincidents since 2013.
4‘0% of the largest 91 %increose
breaches took place. IN fargeted affacks.

77 could have
3 O 90% been prevented.
due 1o insider threafs.

What attacker presents the greatest
cyber threat to your organisation?

37%
28%
19%
EETA

Madlicious Criminal State Hacklivists Loneworker  Other
insider syndicates sponsored hacker
altacker

Businesses large & small
- Your chance of attack

Risk of being targeted

Large Enterprises 1in23

(>2,501 employees)

Medium Businesses
(251 -2,500 employees)

31% Small Businesses 1in5.2
(1-250 employees)

2012 2013

22 9 Longest presence:
average # of days 2 287 D AYS
threafts sit on network / 4

efore detected

How much is spent on Security Software?

avg. amount

£79 spent on security £22.50
peruser software in 2014. underutilised

or never used.

Secunty spending
£2 4m average cost E)eT ey
° V Y

8.2%

to iInvestigate, notify & respond

..out will money b
& Key Issues wacz‘eo%‘secwz’ly 6‘0217’0[?
& ClO’s/CISO’s are not used correctly?
Face...

the threat
landscape

49% visiollity of... 2 incidents.

agreed that
It is difficult fo disseminate
threat cyber inteligence
to key stakeholdersin @
fimely fashion.

Lack of

Lack of manpower.

to detect

& contain

threat, Shor!-q.ge of
y Imillion+

Cyber Secunty
Experts Globaly
35% of T pro’s said
their department has no
fime oris too busy to g”u%‘%ﬁ i )
Implement software access greater d‘;ﬂg of security
property. talent i threat movitoring

9%

admitted they did not ,
understand the software 84% of [T Pro’s said
wel enough toimplementit.  They needtoincrease

staff head count fo have
enough fime fo respond

Managed security service providers to secunty pressures.

ensures all technologies are correctly

installed, observed & maintained

throughout their lfecycle. A managed threat intelligence
provider can offer real time alerts

7 actionable nsight to prioritise
your teams workload ¢ make their
work count in the mitigation of

threats,

Managed Services on the Increase

Operational efficiency,

Why? knowledge share,

specidlised skills,

® 00 Secure monitoring &
threat infeligence for

® 0 O faster threat detection &
response.

® O

Focus on core activifies

whilst remaining protected

against network

vulneralbilties. Improved

| S monitonng &
mprove infrastructure VISIbIlITy.

reliability & performance.

Decrease c:qs’rs,
waste & efficiency.

Fixed monthly costs —
No hidden surornses — Biminate threats
stay within budget before they tum
INfo a Crises.
[T Secunty is...
becoming too with more Hhan ever
complex to devices &
manage in-house users before.
CONTACT US
Discuss the threats affecting your network:
f@ W: Www.cyberseer.net
N T: +44 (0)203 823 9030
== W @CyberseerNet

CYBERSEER

Cyberseer is a managed security service & solutions provider with a
comprehensive suite of smart fechnology & threat infeligence service.
We work with clients to develop flexible & dependable cyber secunty
solutions that support enterprises across the UK.
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